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Agenda

• Impact of external and internal trends on the SOC

• The security data pipeline

• Limitations of traditional SIEM tools

• Staffing and skills

• The onset of cloud-based security analytics and operations

• Strategic directions
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Nearly Two-thirds 
Believe Security 
Analytics and 
Operations Is More 
Difficult Today

Question text:
Which of the following best describes 
your opinion about cybersecurity 
analytics and operations? (Percent of 
respondents, N=406)

Cybersecurity 
analytics/operations 
is significantly more 

difficult, 25%

Cybersecurity 
analytics/operations 

is somewhat more 
difficult today, 38%

Cybersecurity 
analytics/operations 
is about as difficult 

today as it was 2 
years ago, 28%

Cybersecurity 
analytics/operations 

is somewhat less 
difficult, 7%

Cybersecurity 
analytics/operations 

is significantly less 
difficult today, 2%

63%
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Question text:
You indicated that cybersecurity analytics and operations is more difficult today 
than it was 2 years ago.  What are the primary reasons why you believe this to be 
true? (Percent of respondents, N=256, three responses accepted)

Why?  Changing Threat Landscape and Security Operations Model

The threat landscape is evolving and changing rapidly

We collect and process more security data today than 
we did two years ago

The volume of security alerts has increased over the 
past 2 years

The attack surface has grown over the past two years

41%

35%

34%

30%
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Trend 1:
The security data pipeline dilemma:  
More data, more problems
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Trend Toward 
Larger Volumes of 
Security Data

Question text:
Think about the amount of data your 
organization collects to support all its 
information security activities (i.e., risk 
management, regulatory compliance, 
incident detection/response, security 
analysis/forensics, etc.). How has the 
amount of data your organization 
collects to support its information 
security activities changed in the last 
2 years? (Percent of respondents, 
N=406)

We collect 
substantially more 
data to support our 

cybersecurity 
analytics and 

operations today than 
we did 2 years ago, 

32%

We collect somewhat 
more data to support 

our cybersecurity 
analytics and 

operations today than 
we did 2 years ago, 

44%

We collect about the 
same amount of data 

to support our 
cybersecurity 
analytics and 

operations today as 
we did 2 years ago, 

22%

We collect somewhat 
less data to support 

our cybersecurity 
analytics and 

operations today than 
we did 2 years ago, 

2%

76%
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Increasing Security Data Retention

Question text:
Is your organization retaining security data for longer periods of time now 
than it did in the past? (Percent of respondents, N=406)

Change in security data retention periods

Yes, 52%

No, but we’d like to, 
28%

No, and we have no 
need to, 18%

Don’t know, 2%
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Trend 2:
Traditional on-premises SIEM 
is an incomplete solution
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SIEM, Threat Intelligence, and EDR Most Commonly 
Used Security Analytics and Operations Tools

Question text:
Approximately how many security technologies (commercial, open source, 
and homegrown) is your organization using to support its efforts around 
security analytics and operations? (Percent of respondents, N=406)

Question text:
Which of the following types of security analytics and operations tools does your 
organization use on a regular basis (i.e., deployed in production and used daily as part 
of security operations)? (Percent of respondents, N=406, multiple responses accepted)

Total security analytics tools in use

9

Types of security analytics tools used regularly

37%

51%

54%

58%

64%

64%

70%

User and entity behavioral analytics
tool

Security orchestration, automation,
and response tool

Security data lake

Network traffic analysis tool

Endpoint detection and response tool

Threat intelligence

Security information and event
management system

22%

42%

26%

9%
1%

Less than 10 Between 10
and 25

Between 26
and 50

More than 50 Don’t know

35%
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Question text:
What are the most challenging attributes of SIEM for your organization? 
(Percent of respondents, N=384, three responses accepted)

SIEM Limitations include Personnel Demands and Overhead

SIEM requires lots of personal training and experience to attain maximum value

SIEM is good for detecting known threats but not as effective for detecting 
unknown threats

While experienced cybersecurity analysts can benefit from using SIEM, junior 
people tend to struggle doing anything more than looking at basic dashboards

SIEM is not well suited for certain use cases

23%

SIEM requires constant rule creation and tuning

Software licensing can be very costly

It is difficult to scale SIEM to keep up with security event and data growth

22%

21%

21%

21%

20%

20%
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Trend 3:
Staffing and skills shortages 
create opportunity for 
managed services
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Staffing and Skills 
Issues are 
Commonplace

Question text:
When your organization actively 
recruits and hires cybersecurity staff 
specifically for analytics and 
operations, how would you 
characterize this effort? (Percent of 
respondents, N=406)

It is extremely 
difficult to recruit and 

hire additional staff 
for cybersecurity 

analytics and 
operations, 16%

It is somewhat 
difficult to recruit and 

hire additional staff 
for cybersecurity 

analytics and 
operations, 54%

It is not very difficult 
to recruit and hire 
additional staff for 

cybersecurity 
analytics and 

operations, 22%

It is not at all difficult 
to recruit and hire 
additional staff for 

cybersecurity 
analytics and 

operations, 5%

Don’t know, 3%

70%

75% of survey respondents claim that the cybersecurity skills shortage
has had an impact on their organization’s security operations 
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Majority Use Security Analytics Managed 
Services and Most Will Increase This Usage 

Question text:
Does your organization use managed security services for any 
aspect of security analytics and operations? (Percent of 
respondents, N=406)

Question text:
Will your organization increase its use of managed security analytics and 
operations services over the next 12 to 18 months? (Percent of 
respondents, N=377)

Usage of managed services for security analytics Expected change in security analytics managed service usage

Yes, 
significantly, 

36%

Yes, somewhat, 
55%

No, 5%

Don’t know, 5%

25%

49%

15%

4% 6% 1%

Yes,
extensively

Yes, to some
extent

No, but we
plan to do
so in the

future

No, but we
are

interested in
doing so in
the future

No, and we
have no
plans or

interest in
doing so

Don’t know
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Question text:
What type of managed security 
services does your organization use or 
plan to use for security analytics and 
operations? (Percent of respondents, 
N=377, multiple responses accepted)

Future Managed 
Services Plans

29%

30%

30%

30%

43%

44%

49%

Staff augmentation

Log management service

Help with incident detection and/or response

Proactive “hunting” service

Security operations service

Threat intelligence feeds and/or analytics

Cloud-based SIEM event management service
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Trend 4:
Cloud serves dual role as source of 
and tool for security analytics data
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Cloud-based Security Analytics and Operations

• 82% of respondents agree that their organization is moving a large 
volume of workloads to the public cloud

• 33% say that monitoring, reporting, and analysis of cloud-based 
workloads is a common SIEM use case

• 38% of organizations are already using public cloud-based security 
analytics/operations tools today
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Alternative 
Strategies for 
Cloud-based 
Security Analytics 
Technology Skew 
Toward Movement 
and Replacement

Question text:
Which of the following best describes 
your organization’s likeliest security 
analytics and operations strategy with 
regards to public cloud services? 
(Percent of respondents, N=379)

Move some or all its 
existing security 

analytics 
technology 

infrastructure to the 
cloud, 38%

Replace its on-
premises security 

analytics 
technology with a 

cloud-based 
alternative, 36%

Supplement an 
existing security 

analytics 
technology with 

additional 
capabilities 

delivered by a 
cloud-based 

security analytics 
provider, 23%

Don’t know, 3%
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Question text:
For which of the following use cases is your organization using – or would your organization consider 
using – cloud-based security analytics? (Percent of respondents, N=379, multiple responses accepted)

Cloud-based Security Operations Technology Considerations

Real-time threat detection and response

Cyber risk management monitoring and analysis

Security operations platform

Threat intelligence platform

42%

A dedicated security data lake

A dedicated security analytics/operations system 
for workloads running in the public cloud

42%

38%

35%

35%

34%
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Trend 5:
Future security analytics plans will 
include automation/orchestration 
and machine learning
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Security 
Operations 
Automation and 
Orchestration

Question text:
Has your organization deployed – or 
does it plan to deploy – technologies 
designed for security analytics and 
operations automation and 
orchestration? (Percent of 
respondents, N=406)

Yes, my organization is 
already doing this 
extensively, 27%

Yes, my organization is 
already doing this on a 

limited basis, 38%

Yes, my organization is 
currently piloting a 

project  to 
automate/orchestrate 
security analytics and 

operations, 18%

Yes, my organization is 
planning a project to 

automate/orchestrate 
security analytics and 

operations, 7%

No, but my organization is interested in 
automating/orchestrating security 

analytics and operations sometime in the 
future, 6%

No, and my organization is not 
planning a project or interested 

in doing so in the future, 2%

Don’t know, 2%

65%
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Question text:
What types of tasks are or would be 
the top priorities for security 
operations 
automation/orchestration? (Percent 
of respondents, N=366, three 
responses accepted)

Top Use Cases for 
Security 
Operations 
Automation and 
Orchestration

Emphasis on bridging security 
and IT operations

10%

15%

17%

17%

22%

23%

26%

28%

29%

34%

35%

Create formal runbooks that map out IR workflow

Add custom functionality that sits above existing
security tools

Correlating and contextualizing security data
using the output from two or more tools

Historical investigations

Collecting and centralizing data from various
security tools

Integrating external threat intelligence with
internal security data collection and analysis

Providing the capabilities for “hunting” activities

Tracking the security event lifecycle from
discovery through remediation

Automate remediation tasks without involving IT
operations

Improving collaboration between security and IT
operations staff

Integrate security tools with IT operations
systems
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Use of Machine 
Learning for 
Security Analytics 
and Operations

Question text:
Does your organization leverage – or 
does it plan to leverage – machine 
learning technologies for security 
analytics and operations? (Percent of 
respondents, N=406)

Yes, my organization is 
already doing this 
extensively, 21%

Yes, my organization is 
already doing this on a 

limited basis, 30%
Yes, my organization is 

currently piloting a 
project to deploy 
machine learning 

technology for 
security analytics and 

operations, 20%

Yes, my organization is 
planning a project to deploy 

machine learning technology 
for security analytics and 

operations, 8%

No, but my organization is 
interested in deploying machine 
learning technology for security 
analytics and operations, 10%

No, and my organization is not 
planning a project or interested in 

deploying machine learning 
technology for security analytics 

and operations, 9%
Don’t know, 1%

51%
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Question text:
What are the primary reasons for your organization’s usage of or interest in machine learning to 
support analytics and operations? (Percent of respondents, N=363, multiple responses accepted)

Primary Reasons for Machine Learning Include Acceleration and 
Accuracy Improvements

To improve detection of advanced threats

To accelerate security investigations

To help identify cyber-risks overall

To help determine which security investigations to prioritize

37%

To help improve the efficiency of my SOC by reducing the 
volumes of alerts or "noise" in the system

To help automate remediation tasks

34%

34%

29%

29%

29%
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The Bigger Truth

• The current security analytics/operations model is unsustainable

• All indicators point to the cloud

• Managed services should be a part of all solutions

• Next-generation SOC technology must include process automation and 
advanced analytics 
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Chris Calvert
Cofounder & VP of Strategy

Title 

Confidential – © 2019 Respond Software, Inc.

Presenter
Presentation Notes

I first saw the power of AI to disrupt security operations at one of our customers – they needed security monitoring in an un-manned environment, it was a protected environment, not connected directly to the internet.  While they didn’t expect to see much malicious traffic, they still had to monitor (they had compliance requirements, but they also had a responsibility to ensure the availability of critical infrastructure. )  What could they do? To staff 24x7, it would take a team of …. 10 people minimum.  Even if they wanted to hire security analysts they couldn’t find them, they actually operate in a remote part of the country. We have been successfully doing automated security monitoring in that environment for over a year now, with our Respond Analyst, that is an AI-based virtual security analyst.  When you can automate 24x7 initial monitoring & triage of security feeds, well… it’s a game changer.  

Today, I’m going to talk about applying AI to security operations, much of this is what we’ve learned building this company and building our product. 
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Agenda

• Problem slide... 

• Artificial Intelligence Ugh!

• Security Operations

• Aligning for the Future

Confidential – © 2019 Respond Software, Inc.

Presenter
Presentation Notes

We’ll talk a bit about AI,  I know, have you heard that term one too many times? Not more than me!  We hear it constantly. 

But what is AI, but math?  Basically re-branded.  And in general, there’s not a lot of new development in AI, what’s changed is that we can now apply math with faster systems now.  AND even more importantly, we can build ways for Math to teach itself. 

So we’ll talk about how to put AI and security operations together, to go and truly solve problems. We can take that math and automate security operations decision making. 
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Presenter
Presentation Notes
We all know the problem! This analyst is not learning anything from the data and the data is not learning from analyst, and so much is not getting looked at, this is a broken process. 

We aren’t teaching machines, they’re not teaching us. 
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Voice of the Analyst Survey
Activity Rankings Across Perceptual Dimension
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What does that even mean?

Title 

Confidential – © 2019 Respond Software, Inc.

Presenter
Presentation Notes
AI for security?  That means nothing.  It explains nothing.  Its like saying Java for security.  So what are we talking about?  Learning from the things we see! 
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Artificial Intelligence
ARTIFICIAL INTELLIGENCE – UGH!

Machines that mimic cognitive 
functions such as learning, problem 

solving and decision-making.

• A new brand on what used to be called MATH
• Deep Learning = Neural Networks (1943) + image processing GPUs
• nAI means Narrow AI
• nAI = A → B, “Ability to learn or act intelligently” – Andrew Ng

Presenter
Presentation Notes
Here’s a good definition of AI, as good as any:   The brand term AI, as defined by Andrew Ng, machines that mimic cognitive functions. But what it really is – is math.   

We don’t discuss Deep Learning with Neural networks today, which is essentially it’s own area. 

We’ll be focusing on Narrow AI, another way to say it, is an expert system.  This is different than a general AI, which is the HAL like system that understands and knows all. 

And what’s key, its how we’re able to apply AI (in this case to security operations, to be able to learn and act intelligently. 
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Learning Software
ARTIFICIAL INTELLIGENCE – UGH!

Data is meaningless without judgement

• Lab data is equivalent to “school learning”
• Labeled, enterprise, production data is equivalent to “experience”
• Artificially generated datasets are “lying” to the model
• Judgement = expertise (reasoning and heuristics) 

     

Presenter
Presentation Notes
Data and judgement are both hard to collect.  Even though data is the starting point, data is still useless without judgement.  You have to make a judgement on it.  As we ”teach” software, we have to understand this: school learning is ok, but real experience is what’s important.  But we’re not going to provide a bunch of fake, generated datasets, it’s effectively lying to model.  We want to capture data where it’s married up to judgement (not just data). 
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Uncertainty and Prediction
ARTIFICIAL INTELLIGENCE – UGH!

• Probability Theory

• “… is just common sense reduced 
to calculation” 

– Dead French Mathematician

• But it really is more than that…

     

Presenter
Presentation Notes
The purpose is ultimately to automate decision-making.  An important way to do this – is to layer in probability theory.  It’s the way humans describe the world, when they don’t know why something happens. The graphics is the probabilistic distributions of atomic orbitals, we can only measure where they spend their time, we don’t know why they spend there time where they do. 

Probability theory is common sense (La Place). We are using probability theory to describe physics, we don’t know why it happens, but we can predict it.  

The term Bayesian derives from the 18th century mathematician and theologian Thomas Bayes, who provided the first mathematical treatment of a non-trivial problem of statistical data analysis using what is now known as Bayesian inference.[6]:131 Mathematician Pierre-Simon Laplace pioneered and popularised what is now called Bayesian probability.
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Vulnerability
Accessibility

Criticality
Classification

Attack Patterns
Attack Progression

The most likely incident is at the 
center of them all. 

Everything is a Distribution      

Presenter
Presentation Notes
When we think about solving security domain problems, this is how a human thinks, when they are thinking optimally, which is rare.  What we see is that to get automated decisions, we’re combining the most likely explanation in multiple dimensions, the more facts we have, the more uncertainty is reduced.  

Example: presence of a vulnerability doesn’t mean it’ll get hacked, may not be able to be exploited.
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TELEMETRY
CONTEX
T INTELLIGENC

E

PATTERN
S

REASONING BEHAVIORS

* Possible States of the World
ARTIFICIAL INTELLIGENCE – UGH!

Presenter
Presentation Notes
This results in a million possible states of the world.  What’s the likelihood that these alerts are malicious & actionable, given our IDS data, on a critical asset we are seeing beaconing to known bad IP addresses, in a repeated manner?  
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Is deep in process and procedures 
designed to minimize human error!

Must change and must change quickly.

Is AI the answer?

Title 

Presenter
Presentation Notes
SecOps = People process and tech. 

All processes and procedures were derived from human errors or failures.  We need to be highly repeatable.  But now we’re doing the same thing every time, is this good for security?   What if you’re doing something stupid, so now you can be stupid every time.  Process is your enemy.  

AI is the answer, it’s rational, if it gets a negative result, it will be factored in, it will change things quickly. 
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Task & Process Automation 
SECURITY OPERATIONS ON AI

Start with blueprints

Confidential – © 2019 Respond Software, Inc.

Presenter
Presentation Notes
You can’t automate what you don’t understand.  AI guys need to know how this works, what piece of the problem, which specific tasks?  Math alone is not going to do it, we need the SME’s too. 
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SIEM Rules are Highly Specific and 
Narrow

SECURITY OPERATIONS ON AI

This analysis is derived from a complete list of SIEM rules boiled down into their most atomic form. Example below:

     

MSSP Typical Rules = 25% of Total
Mature Security Operations Center = 45% of Total

Presenter
Presentation Notes
And by the way, this is what’s really happening, SIEM ROI is small. 
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Rules and Queries
Network Intrusion
• Network
• Attack signatures
• Perimeter & internal

Endpoint Protection
• Host-based agent
• Malware signatures
• User environment

URL Filtering / Proxy
• Internet browsing
• Suspicious connects
• Network chokepoint

Endpoint Detection
• Operating system
• All system activity
• Servers & users 

Signatures

Patterns

History

Behaviors

Intelligence

Context

Analytics

Assets

LONG TAIL DECISION ANALYSIS

5 failed logins

Malware not cleaned

Brute force attempted

Default account accessed

Security logs cleared by user

IRC port accessed

SQL injection attempt

Telnet protocol used

TOO MANY FACTORS TO CONSIDER

Robotic Decision Automation-VS-

Presenter
Presentation Notes
Hilary
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Let’s put these two back together again.

Title 

Confidential – © 2019 Respond Software, Inc.
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Match the Math to the Problem
ALIGNING FOR THE FUTURE

• NIDS false positive reduction

• Malware classification

• Behavioral baselines

• Recognition (signature, image)

• Anomalies, how malicious?

• Understand relationships

• Complicated problem...

PROBLEM MATHEMATICS

• K-Means clustering

• Bayesian filters

• Statistics

• Deep learning

• Anomaly detection

• Conditional probability

• Hybrid solution!

Confidential – © 2019 Respond Software, Inc.

Presenter
Presentation Notes
NIDS clustering… the biggest clusters are always false positives.  Normal business activity (so go and tune it)….or if you’re algorithmic just ignore it.  

BOTTOM LINE: It’s going to be hybrid solution.  You’ll have to use many techniques.  If it’s going to solve a real problem.  (Otherwise it’s going to be limited, small functionality). 
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How this works...
TEACHING AND LEARNING FROM MACHINES

1. Subject matter expertise and experience

2. Careful definition of a fact

3. Problem solving, reasoning process

4. Initial judgements and labelled data

5. Cross-customer learning

6. Deeper questioning of the model

7. Improved inputs (data, arch., config.)

From: Turned into:

1. Relevant facts (evidence, features)

2. Single feature of a model (meaning)

3. Probabilistic models

4. Informed decision of a “rookie” model

5. Highly experienced decision (vs. human)

6. New useful information, optimal mix

7. Continuous improvement

Confidential – © 2019 Respond Software, Inc.
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PeopleThreat 
Analyst

Threat 
Hunter

Security
Engineer

Incident 
Responder

Reference Architecture for Security 
Operations

ALIGNING FOR THE FUTURE
Confidential – © 2019 Respond Software, Inc.

Technology

Web Content Filtering

Identities

Assets

Authentication, Access & Authorization

Threat Indicator Lists

Honey – pots, tokens

Pivot & Search

Deception Grids

Security Event Management (SIEM)

Big Data Platforms

Data Loss Prevention

Data Science
Visualization

Sensor Grid Design

Network Security

Upstream Orchestration

Reporting

Engineering

Security Sensors

Intelligence

Hunt

Case Management

Forensics

Network Access Control

Record of Investigation

Downstream Orchestration

Forensic Collection

Vulnerability Management

Endpoint AgentIntrusion PreventionEndpoint Protection
Controls & Logging

SOC 
Analysts

Process

Collect, Analyze & Share
Intelligence

Deploy & Manage
Security

Infrastructure

Novel & Proactive
Threat Hunting

Incident 
Management

Monitor, Detect, Analyze
Declare Incident
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NEW

OLD
“Monitoring for Bad”

“Managing Bad”

Presenter
Presentation Notes
Finding bad?  We are have to move towards managing bad.  This is what humans need to be doing.  

Re-think security operations
Humans are doing what they are best at
New organizations and more efficient process are possible
New roles and skills
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Thank You

Confidential – © 2019 Respond Software, Inc.

FOLLOW 
www.respond-software.com/blog

https://www.linkedin.com/company/respond-software-inc./

http://www.respond-software.com/blog
https://www.linkedin.com/company/respond-software-inc./
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